
To the Board of Directors and Senior Management 

Limassol, Cyprus 

25 April 2016 

Dear Sirs, 

Subject: Risk Management Report for the year 2015 

I hereby present you the Annual Risk Management Report (hereinafter, the “Report”) of XTrade Europe 
Ltd, CIF Licence No. 108/10 (hereinafter, the “Company”) for the year 2015, which is referred to herein 
as the year under review.  

The material presented in the Report is based on the actions taken by the Risk Management function of 
the Company during the year under review, in addition to the review of the Company’s Internal 
Operations Manual (hereinafter, the “IOM”), the review of new legislation, other documentation and 
information obtained during the year under review such as COREP templates, other relevant 
documentation with respect to the management of the Company’s risks, and records of the communication 
with the Company’s personnel, the Senior Management and the Cyprus Securities and Exchange 
Commission (hereinafter, “CySEC”), as applicable. 

The conclusions included herein relate only to matters that were deemed important based on the review 
of the Risk Management function and to issues that came to the attention of the Risk Manager during 
the year under review. 
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1. Scope and period of the risk Management Report
This report is prepared in line with paragraph 9 (2) and (3) of the Directive DI144-2007-01 of 2012 of 
the Cyprus Securities and Exchange Commission for the authorisation and operating conditions of Cyprus 
Investment Firms (“the Directive”) and Law 144(I)/2007, as amended, (“the Law”), Law 188(I)/2007-
2014 on the Prevention and Suppression of Money Laundering and Terrorist Financing, as amended, and 
any relevant Circulars issued by CySEC. The Report is addressed to the Board of Directors of XFR 
Financial Ltd, (“XFR” or “the Company”).  

The Report covers the period from 1st January 2015 until 31st December 2015 and is intended to present 
to the Company’s senior management and Board of Directors information on the following matters and, 
whether appropriate, the remedial actions taken in the event of identified deficiencies: 

• Risk management policies and procedures, identifying the risks relating to the Company’s activities,
processes and systems as well as the level of risk tolerated by the Company;

• The arrangements, processes and mechanisms to manage the risks related to the Company’s activities,
processes and systems, given the level of risk tolerance, as well as the compliance of the Company
and relevant persons with the aforementioned;

• The monitoring of the adequacy and effectiveness of the risk management policies and procedures;

• The monitoring of the adequacy and effectiveness of measures used to address deficiencies in the
policies, procedures, arrangements, processes and mechanisms, including failure to comply with these
arrangements, processes, mechanisms, policies and procedures.
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2. Licence Information 
The Company obtained a licence from the Cyprus Securities and Exchange Commission (hereinafter, the 
“CySEC”), CIF licence no. 108/10 on 14th January 2010. The Company’s CIF licence was updated on 
14th May 2012 to reflect the change of name of the Company from “O.C.M Online Capital Markets Ltd” 
to “XFR Financial Ltd”. Moreover, the Company further updated its CIF licence on 30th October 2014, 
in order to include the investment service of Dealing on Own Account. It is noted that the Company is a 
“Full Scope” CIF for the purposes of CRDIV. 

Further to the Company’s licence extensions on 30th October 2014, Table 1 below illustrates the current 
licence information of the Company: 

Table 1 – Company Licence Information (based on the Third Appendix of the Law)  

 Investment Services and Activities Ancillary Services 

 1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 

Fi
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ts

 

          
1 ü ü ü - - - - - ü ü 

- ü 

- 

- 

- 

- 

- 

- 

- 

2 ü ü ü - - - - - ü ü - 

3 ü ü ü - - - - - ü ü - 

4 ü ü ü - - - - - ü ü - 

5 ü ü ü - - - - - ü ü - 

6 ü ü ü - - - - - ü ü - - 

7 ü ü ü - - - - - ü ü - - 

8 ü ü ü - - - - - ü ü - - 

- 9 ü ü ü - - - - - ü ü - 

10 ü ü ü - - - - - ü ü - - 
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3.  The Company’s Approach To Risk Management 
3.1. Governance 

Managing risk effectively in a multidimensional organisation, operating in a continuously changing risk 
environment, requires strong risk management principles. As a result, the Company has established an 
effective risk oversight structure and the necessary internal organisational controls to ensure that it 
identifies and manages its risks adequately, establishes the necessary policies and procedures, sets and 
monitors relevant limits and complies with the applicable legislation. 

The Company allocates resources towards the management of its risks with the purpose of increasing the 
efficiency of its operations and its capital utilization, reducing financial losses, maximizing income, 
maintaining stability and enhancing growth. The Company’s risk management framework provides for 
the clear allocation of risk management responsibilities throughout the organisation. The principal 
responsibilities of the Board, Senior Management, the Internal Auditor, the Risk Management Committee 
and the Risk Management function in relation to the management of the Company’s risks are set out 
below:  

Board of Directors 

The Company’s Board comprises of four members, two of which are independent non-executive 
directors, in line with CySEC’s requirements. The Board of Directors is responsible for determining the 
Company’s overall risk tolerance and for approving and periodically reviewing the strategies and policies 
for taking up, managing, monitoring and mitigating the risks to which the Company is or may be exposed 
to. As such, the Board’s composition is formulated in such a way to ensure that the Board as a body 
collectively possesses adequate knowledge, skills and experience to comprehend the Company’s 
activities and principal risks.  

The Board devotes sufficient time to the consideration of risk matters and retains overall responsibility 
for risks. To this end, the Board ensures that sufficient resources are allocated to the management of all 
material risks faced by the Company and ensures that it is adequately informed on the risk management 
policies, and changes thereof, maintained by the Company. 

The Board reviews and discusses, during its meetings, the written reports prepared by the Risk Manager 
and Internal Audit Function as well as the findings and recommendations included therein.  

Senior Management 

Senior Management is responsible for implementing the decisions of the Board with respect to risk 
management. The Company’s Senior Management receives a number of reports from the Risk 
Management Department on a monthly and quarterly basis. Taking into account the reports received from 
the Risk Management Department, Senior Management oversees and monitors the extent to which the 
Company’s risk management procedures remain effective and the extent to which they are adhered to by 
the Company and relevant staff.  
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Risk Management Committee 

The Risk Management Committee comprises of three members, one of which is independent. The Risk 
Manager also participates in the Committee meetings.  

The Risk Management Committee advises the Board on the Company’s overall current and future risk 
appetite and strategy and supports the Board in overseeing the implementation of the aforementioned by 
senior management. The Risk Management Committee, inter alia, scrutinizes, and decides on various 
risks associated with the operation of the Company with the view to increase awareness, formulate 
internal policies and measure the effectiveness of the said policies in dealing with the risks associated 
with the operation of the Company. The Risk Management Committee approves client and counterparty 
limits. Moreover, the Risk Management Committee reviews the risk management procedures in place and 
monitors and controls the Risk Manager in the performance of his/her duties and the effectiveness of the 
Risk Management Department.  

Internal Auditor 

The Internal Auditor evaluates the adequacy and effectiveness of the Company’s internal control systems, 
policies and procedures with respect to risk management. The internal auditor, among others, evaluates 
the Company’s risk appetite, escalation and reporting of issues and decisions taken by the Risk Manager. 
Additionally, the Internal Auditor assesses the adequacy of risk management systems and processes for 
identifying, measuring, assessing, controlling and reporting on the risks arising from the Company’s 
activities. 

Risk Manager 

The Risk Manager is primarily responsible for the implementation of risk management policies and 
procedures and for advising and reporting to senior management and the Board on risk related issues. 

More specifically, the Risk Manager is responsible for ensuring that all material risks are identified, 
measured and appropriately reported. The Risk Manager monitors and ensures the efficient management 
of the Company’s risks in the provision of the investment and ancillary services, as well as the risks 
underlying the operation of the Company, in general. The Risk Manager is responsible for making 
recommendations and assessing whether appropriate remedial measures have been taken in the event of 
any deficiencies identified. 

The Risk Manager is actively involved in all material risk management decisions, providing a holistic 
view of the Company’s risks. The Risk Manager is responsible for monitoring and reporting on the 
adequacy and effectiveness of the risk management policies and procedures, the level of compliance with 
the adopted policies and procedures, in addition to the Company’s obligations stemming from the relevant 
laws and on the adequacy and effectiveness of measures taken to address any deficiencies. 

Moreover, the Risk Manager is responsible for controlling the capital adequacy and large exposures of 
the Company and for determining and monitoring counterparty limits.  

4. ANALYSIS OF THE RISKS FACED BY THE COMPANY 
Given the Company’s operations, XFR may be exposed to credit risk, operational risk, foreign exchange 
risk, interest rate risk, commodity risk, equity risk, funding liquidity risk, money laundering and terrorist 
financing risk, compliance risk, reputation risk and information technology risk. This Section of the 
Report focuses on an analysis of each type of risk, the measures and policies taken by the Company to 
manage these risks.  

4.1. Credit Risk (including counterparty credit risk and concentration risk) 

Credit risk is the risk of loss that the Company would incur if the counterparty in a transaction failed to 
perform its contractual obligations. Credit risk arises from derivative financial instruments (counterparty 
credit risk) and deposits with banks and financial institutions as well as trade and other receivables 
(including receivable from related parties). 

The Company uses the Standardized Approach for the calculation of credit risk own funds requirements 
and the Mark-to-Market method for the calculation of the exposure value of derivative contracts.  
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As regards the geographic distribution of the Company’s credit risk exposures as at the year end, these 
were concentrated in Europe. It is noted that the Company had no significant concentration of credit risk 
to a single counterparty at the year end. As at 31st December 2015, the Company only had one reportable 
large exposure to its shareholders. 

Credit risk in respect of customers arises from a customer’s trading position going into deficit through 
incurring a loss in excess of the required margin deposit. This credit risk relates to the derivative financial 
instruments traded by the Company. The exposure is measured automatically, on a real-time basis, using 
the Company’s trading platforms. The Company makes sure that there is no exposure on the counterparty 
other than that covered with the counterparty’s funds held as required margin for trading transactions. 
The amount of margin taken, limits the counterparty exposure and thus the Company’s counterparty credit 
risk. Depositing additional margin with the Company will increase the counterparty’s limit, while the 
withdrawal will decrease it. Through margin deposits the Company exercises credit risk mitigation for 
counterparty credit risk, which for the time being is not used to reduce the credit risk capital requirements. 

With regards to on-balance sheet netting the Company utilises the provisions of Article 195 of Regulation 
(EU) No. 575/2013 (henceforth “the CRR”) that allows for netting between mutual claims of reciprocal 
cash balances. Such netting is applied between related party transactions alone.  

It is noted that currently the Company does not undertake any hedging. 

Additionally, the Company manages its exposure to credit risk using the following techniques: 

• a comprehensive limit framework, including implemented policies to manage concentration risk 
through limits on the amount of credit exposures to any particular counterparty in compliance with the 
requirements of the CRR.  

• monitoring of accounts approaching or entering into a Margin Call and Stop-out. The trader may place 
a Stop Loss order which will limit the loss of the current open trade by forcing the trade to close in 
case the specific price is reached.   

• implemented policies to ensure that services are provided to clients with an appropriate credit history. 
Analysis of the client’s credit history forms an integral part of the Company’s KYC procedure.  

• The Company accepts as counterparties, for the purposes of depositing client funds, only financial 
institutions (including banking institutions) that the Company internally assesses as financially stable. 
In order to diversify its exposure, XFR maintains accounts with a number of European based 
investment grade banking institutions. All banks are regularly assessed in accordance with the 
provisions of the Company’s IOM and CySEC’s Directive DI144-2007-01.  

4.2. Operational Risk 

Operational risk means the risk of loss resulting from inadequate or failed internal processes, people and 
systems or from external events. Operational risk can be further divided into the following sub-categories: 
Internal Fraud Risk, External Fraud Risk, Marketing and Advertising Risk, Regulatory Reporting Risk, 
Internal Procedures and Controls Risk; Damage to Physical Asset, Business Disruption & System Failures 
Risk, Legal Risk, IT and Reputational Risk. For a more detailed analysis of reputational risk please refer 
to section 4.7. 

Operational risk is a significant risk category faced by the Company requiring coverage by own funds. 
The Company uses the Basic Indicator Approach for the calculation of its own funds requirements for 
operational risk purposes. As at 31st December 2015, the Company’s own funds requirements for 
Operational Risk amounted to Euro 838.000. 

 

 

The Company manages operational risk through a control-based environment in which processes are 
documented and transactions are reconciled and monitored. The Company has in place policies and 
processes whose implementation assists with the evaluation and management of exposures to operational 
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risk. This is supported by continuous monitoring of operational risk incidents to ensure that past failures 
are not repeated. Additionally, the Company invests in the training of its staff members to ensure that 
they are adequately equipped to perform their duties and responsibilities. 

The Company uses real-time alerts mechanism to flag and review transactions, flag users, issue refunds, 
void transactions, perform follow-ups, blacklist and waitlist multiple users and associated elements, and 
send live feedback to banks. The Company also mitigates operational risk by a four eyes structure and 
board oversight, to ensure the separation of power regarding vital functions of the Company, namely 
through the existence of a financial services director and a separate director of operations. The Board 
further reviews any decisions made by management and monitors their activities.  

The Company’s operations are closely dependent on information technology. IT risk could occur as a 
result of inadequate information technology and processing, or arise from an inadequate IT strategy and 
policy or inadequate use of the Company’s IT. Any damage or failure of the systems would place the 
Company at significant risk. The Company therefore aims to minimise IT risk as much as possible and 
the Risk Manager takes rectifying measures on a timely basis, as and when deemed necessary.  

The Company has in place a documented Business Continuity Policy. The said Policy includes backup 
procedures, software maintenance, hardware maintenance, internet use, data protection procedures, and 
disaster recovery, as applicable. The Company also mitigates any risk from failure of third party providers 
such as data suppliers, market information, telephone and internet access by ensuring it uses multiple 
providers for each service. The Company also pro-actively improves and renews systems in order to 
ensure no failures or damages occur. The Company’s systems are evaluated, maintained and upgraded on 
a continuous basis.  

As regards operational risk arising from failed internal processes, several detection methods are enforced 
in order to detect any potential fraudulent activities. At the same time, internal audit on site visits are 
performed to assess the Company’s internal controls system and to ensure that employees comply with 
the Company’s internal procedures. 

For the management of legal risk, the Company obtains continuous legal advice on the preparation of its 
legal documents and has appointed local legal advisors for all representative offices to ensure it captures 
the essence of the relevant legal jurisdictions. Please also refer to the section on compliance risk. 

4.3. Market Risk 

Market risk is defined as the risk of losses as a result of adverse market changes in equity prices, interest 
rates, commodities and foreign exchange positions, due to the open position in CFDs held by the 
Company as counterparty to its customers. The Company uses the Standardised Approach for the 
calculation of risk weighted exposures and own funds requirements for market risk purposes.  

The table below shows the components of the Company’s market risk as at 31st December 2015: 

Market Risk Own Funds Requirements 
Euro ‘000s 

Position Risk 438 

Commodities Risk 192 

Foreign Exchange Risk 1.492 

Total Market Risk 2.122 

 

The paragraphs which follow outline the types of market risk to which the Company is exposed. 
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4.3.1. Foreign Exchange Risk 

Foreign exchange risk arises from commercial transactions and recognised assets and liabilities 
denominated in a currency that is not the Company’s functional currency. 

In the ordinary course of business, the Company is exposed to foreign exchange risk. The Company’s 
foreign exchange risk arises mainly from cash balances, trade receivables and trade payables as well as 
from its derivative transactions denominated in currencies other than Euro (the Company’s reporting 
currency).  

Taking into account market developments globally, the Company makes every effort to monitor its 
exposures related to currencies and take all necessary actions to minimise potential losses in case of 
adverse movements of a currency or a pair of currencies, in line with the requirements of Circular C048. 
Management has adopted appropriate procedures to monitor and manage foreign exchange risk on an 
ongoing basis. 

The Company’s Brokerage department and Dealing Room monitor exposures to currencies on an ongoing 
basis, taking into account real time alerts, changes in spreads, etc. The Company effectively manages 
foreign exchange risk by setting and controlling limits on this risk category, such as through the 
establishment of maximum value of exposure to a particular currency pair as well as through the 
utilization of sensitivity analysis and limits on the value of deposits in foreign currencies. 

In line with CySEC’s requirements, clients are warned of the potential losses in the case of adverse 
movements in currencies. Additionally, it is also noted that client accounts cannot fall below zero and the 
automatic closing of positions limits the client’s loss. 

4.3.2. Interest Rate Risk in the Trading Book 

The Company’s interest rate risk in the trading book arises from its trading activities and more specifically 
from the interest charged on the derivative financial instruments (both assets and liabilities) that remain 
open overnight.  Other financial assets and liabilities held at fixed interest rates expose the Company to 
fair value interest rate risk, however this risk is insignificant to the Company as these assets/liabilities are 
not material.  

4.3.3. Commodity Risk 

Commodities risk is defined by the Company as the risk of losses arising due to changes in the prices of 
commodities, which are the underlying of CFD positions. 	

The Company is exposed to commodity risk through trading in CFDs. The Brokerage Department and 
Dealing Room monitor the trading activity as mentioned above.  

4.3.4. Equity Risk 

The Company is exposed to market price risk from fluctuations in equity prices, due to the open positions 
on CFDs which have as their underlying equity instruments. The Company’s exposure to equity risk at 
any point in time depends primarily on short-term market conditions and client activities during the 
trading day, hence the exposure at each reporting date may not be representative of the price risk exposure 
faced by the Company over the year. 

4.4. Funding Liquidity Risk 

Funding liquidity risk is the risk that the Company will be unable to meet its obligations and cash flow 
needs. Funding liquidity risk may arise from a mismatch of assets and liabilities (i.e. where the 
Company’s assets cannot fund the Company’s liabilities).  

Policies and procedures have been established for the measurement and management of the Company’s 
net funding position as well as the determination of funding requirements, on an ongoing and forward-
looking basis. As part of its procedures, the Company continuously monitors the forecast and actual cash 
flows to ensure that adequate liquidity is maintained at all times. 

More specifically, the Company performs liquidity stress testing, the results of which are used to adjust 
funding strategies and provide effective diversification in the sources and tenor of funding. Additionally, 
the Company’s Finance department monitors the Company’s liquidity position on an ongoing basis.  
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The established measures adequately allow the Company to mitigate funding liquidity risk.  

4.5. Money Laundering and Terrorist Financing Risk 

Money laundering and terrorist financing risk mainly refers to the risk that the Company may be used as 
a vehicle to launder money and/or finance terrorism. The Company has policies, procedures and controls 
in place in order to mitigate the money laundering and terrorist financing risk. Among others, these 
include the following:  

(a) the application of appropriate measures and procedures on a risk-based approach to allow the 
Company to prioritise and focus its efforts in areas where the risk of money laundering and 
terrorist financing appears higher, thus facilitating a more cost effective system; 

(b) the adoption of appropriate client due diligence and identification procedures, taking into account 
the risk profile of the client; 

(c) the implementation of ongoing monitoring procedures including KYC review and transactions 
monitoring, following a risk-based approach; 

(d) obtaining additional data and information from clients, where deemed necessary for the better 
understanding of the clients’ activities, source and use of funds / assets;  

(e) utilising the World-Check as part of the Company’s client account opening procedures in order 
to be able to identify whether its individual clients are Politically Exposed Persons (PEPs); 

(f) ensuring that the Company’s personnel receive the appropriate training and guidance. 

During the year under review, the Company maintained policies, procedures and controls with respect to 
money laundering and terrorist financing. 

The Internal Auditor’s relevant recommendations during 2014 with respect to the prevention of money 
laundering and terrorist financing are outlined below along with the remedial actions taken by the 
Company: 

• The Company should collect all the necessary documentation and information prior to the 
establishment of a business relationship and provision of any investment service to potential clients. 
The Company should also review its Client files and request from all relevant clients any missing 
documents/information, as appropriate, ensuring that all documentation/information collected is in 
Greek or English. The Company has intensified its efforts to ensure compliance with these specific 
requirements of Directive DΙ144-2007-08. 

• The Company should undertake a compliance review of its AML/CTF Manual in order to ensure that 
it is fully compliant with the relevant provisions of the applicable legislation.  

• The Company should review the risk categorisation of its Clients and amend it as appropriate and  
consider keeping evidence in its Clients’ files justifying their risk categorisation. Furthermore, the 
Company should undertake enhanced due diligence for Clients that need to be categorised as high risk, 
including PEPs. Following the Internal Audit recommendations the Company has intensified its efforts 
to collect all required information, applying enhanced due diligence for high risk clients. Furthermore, 
the Company’s risk categorisation processes are reviewed on a regular basis to ensure that they remain 
appropriate. The Company should implement the provisions of the Law 188(I)/2007, as amended, and 
Directive DΙ144-2007-08, for the construction of the economic profiles of its clients by obtaining all 
the required information. 

• The Company should ensure that information on whether the clients or any family member or associate 
persons associated/related to them are politically exposed, is obtained and kept on record for all clients 
whilst it is recommended to include a correct definition of PEP in the Client application form. It is 
further recommended for the Company to keep evidence of research undertaken either through World-
Check or via searching on publicly available information for all clients, as applicable. Following last 
year’s internal audit recommendations the Company has introduced a new form for politically exposed 
persons. Additionally, the Company has also imposed a more structured monitoring of information on 
PEP clients and keeps a record of the results of World-Checks or Au10Tix on the CRM. 
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• The Company should ensure on-going monitoring of transactions/activities of clients, to ensure the 
consistency of the clients’ transactions/activities with their economic profiles. 

• The Company should establish an effective procedure through which client files will be checked and 
updated information will be requested on an on-going basis pursuant to the requirements of Directive 
DΙ144-2007-08. Furthermore, the Company may automate this procedure by developing a software 
which will notify the Company when a client’s document must be updated. 

4.6. Compliance Risk 

Compliance risk is the current and prospective risk arising from violations of, or non-conformance with, 
laws, bylaws, regulations, prescribed practices, internal policies, and procedures, or ethical standards. 
This risk exposes the Company to, among others, financial loss, fines, civil money penalties, payment of 
damages and the voiding of contracts.  Compliance risk is intertwined with reputational risk since non-
compliance may harm the Company’s reputation and as such reduce the Company’s value, restrict 
business opportunities and result in an inability to enforce contracts.  

It is noted that the Company is authorised and regulated by the CySEC, maintains a branch in Italy and 
holds a cross border license, authorizing it to provide investment services to other member states and 
countries outside the EU. It is noted that the Company may be exposed to compliance risk from all the 
aforementioned operations. 

The Company’s compliance risk is increased through the new flood of more technical and detailed 
regulation. Please refer to section 5 and 6 for more details on the new regulations impacting on the 
Company. In an effort to mitigate the compliance risk facing the Company as a result of new regulations 
the Company makes every effort to ensure that its employees attend in-house as well as external trainings 
on new and upcoming regulations. The Company continuously monitors the personnel’s training needs 
and updated the training programme accordingly or engages external consultants where deemed 
necessary. It is noted that during the year under review, the Company identified a need to engage external 
consultants for the implementation of the CRDIV framework.   

In line with Circular C073, investment firms trading in complex products must have in place adequate 
procedures to, among others, evaluate whether such products are appropriate to the client and to provide 
specific risk warnings to clients. The aforementioned Circular, also requires the Compliance Function to 
closely monitor the Company’s compliance with the contents of the Circular. To this end, and given the 
nature of the Company’s business, the Company places significant emphasis on the timely performance 
of the appropriateness test and on adequately informing clients as regards the risks involved when trading 
in CFDs. 

During the year under review, the Internal Auditor undertook on-site inspections, among others, to assess 
the Company’s compliance with the regulatory framework. The results of the inspection were 
documented in the internal audit report along with recommendations based on the results of the work 
performed. Following the receipt of the internal audit report, the findings and recommendations are 
discussed at the Board level and an action plan is formulated. 

The Company’s compliance risk is also mitigated through the supervision performed by the Compliance 
Officer. During the year the Compliance Officer carried out a number of desk-based and on-site 
inspections reviews and checks in order to assess the adequacy and effectiveness of the processes and 
procedures in place to ensure the Company’s compliance with its obligations under the Law, Regulations, 
Directives and Circulars applicable to CIFs. The aforementioned are conducted in line with CySEC’s 
Guidelines GD-IF-06 (Circular C030) and Directive DI144-2007-01, as amended.  

In particular the Compliance Officer has assessed the Company’s risk of failure to comply with the legal 
obligations governing the Company’s operations. In this respect the Compliance Officer performs 
ongoing monitoring, taking into account all areas of the investment services and activities as well as any 
ancillary services offered by the Company. The monitoring programme aims to set priorities following a 
compliance risk assessment to ensure the comprehensive monitoring of compliance risk and to ensure 
that the control measures of the Company remain appropriate and robust.  

The Company aims to minimise compliance risk to the lowest possible level and, as such, the Company’s 
management has reviewed and examined in detail the Internal Auditor’s and Compliance Officer’s 
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recommendations and shall take all necessary remedy measures/actions in order to fully comply with the 
regulatory framework.  

4.7. Reputation Risk 

Reputation risk is the current or prospective risk to earnings and capital arising from an adverse perception 
of the image of the Company by clients, counterparties, shareholders, investors, employees or regulators. 
Reputation risk could be triggered by poor performance / poor client service, the loss of one or more of 
the Company’s directors or key staff, the loss of large clients, fraud or theft, legal action, regulatory fines, 
negative publicity, etc.   

To a large extent the Company’s reputational risk is managed through the management of other risk 
categories. Additionally, the Company’s Board members and Senior Management comprise of 
experienced professionals, highly valued in the industry for their integrity and ethos. To manage public 
perceptions, the Company ensures that the Board of Directors oversees the process of disclosure and 
communications and ensures that any advertising and marketing material is approved prior to publication. 
The Company ensures that all information provided to clients is fair, clear and not misleading and that 
the Company maintains at all times effective complaints handling procedures. The Company ensures that 
all relevant staff have access to, and are aware of, the Company’s complaints handling policy. 

During the year the Company received formal client complaints to which the Company duly responded 
within the relevant timeframe imposed by CySEC and resolved them justifying that no wrongdoing was 
done by the Company. In line with CySEC’s requirements, the Company maintains a complaints log, 
assigning a unique reference number. The Company takes the management of complaints very seriously 
and as such the Company has assigned a relevant department to assess complaints reports on a monthly 
basis to ensure that the Company identifies and addresses any recurring or systematic problems. 
Complaints are also scrutinised by both the Compliance and Risk Management department.  

The Compliance Officer obtained from the Company the complaints records and performed statistical 
analysis according to the matter of the complaint, the department it was addressed to, whether it was 
resolved and the number of pending complaints. It was noted that, proper documentation was kept 
regarding clients’ complaints and that the Company sufficiently addressed such complaints.  

5. CAPITAL MANAGEMENT AND PRUDENTIAL SUPERVISION 
5.1. Capital Requirements, Capital Adequacy Ratio and Own Funds  

This is the risk that the Company will not comply with capital adequacy requirements or may not be able 
to continue as a going concern. During the year under review, the primary objectives of the Company 
with respect to capital management were to ensure that: 

• it complied with the own funds requirements imposed under Section 67 of the Law, to ensure that own 
funds were at all times more than or equal to the Company’s own funds requirements and that own 
funds in no case fall below the level of initial capital as provided by the Law (i.e. Euro 730.000); 

• the Company at all times meets the capital ratios set by Article 92 of the CRR, and Directive DI144-
2014-15 i.e. Common Equity Tier 1 (“CET1”) ratio of 4,5%, Tier 1 ratio of 6% and Total Capital Ratio 
of 8%; 

• it complied with all additional reporting requirements, as imposed by the new regulatory regime on 
“full scope” firms. Specifically, the Company is required to submit the following COREP templates 
on a quarterly basis: 

ü Form 144-14-06.1 on the calculation of own funds and capital ratio; 

ü Form 144-14-08.1 on the large exposures to institutions and non-institutions; 

ü Form 144-14-08.2 on exposures to directors; 

ü Form 144-14-08.3 on exposures to shareholders; 

ü Form 144-14-07 on leverage; 

ü Form 144-14-09 on the geographical breakdown of exposures. 
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The Company has proceeded to update its policies and procedures to help meet the changing regulatory 
requirements. For the year under review new risk management policies and procedures were presented to 
the Management for approval. Following their approval on 13 February 2015, these policies were 
implemented.  

With respect to risk reporting, the Company monitors its capital adequacy on a daily basis to ensure that 
it is adequately capitalised to meet the regulatory requirements and reports this information on a quarterly 
basis to CySEC. The Company’s Senior Management receives regular reporting on the aforementioned. 
As at 31st December 2015, the Company’s own funds were above the minimum initial capital requirement 
and the Total Capital Ratio stood at 8,27%, higher than the minimum requirement. 

The table below presents an overview of the Company’s Own Funds, Own Funds Requirements and 
Capital Ratios reported as at 31st December 2015. It is noted that the Company’s regulatory capital base 
consists of CET 1 capital, which includes share capital, retained earnings and other comprehensive 
income. 

 31/12/2015 

Euro '000 

Capital Base as per Regulatory Reporting Requirements 3.838 

  

Own Funds Requirements  

Credit Risk and Counterparty Credit Risk (includes capital 
requirements for CVA risk charge) 

752 

Market Risk (Position, Foreign Exchange and Commodities 
Risk) 

2.122 

Operational Risk 838 

Large Exposures in the Trading Book - 

Total Own Funds Requirements 3.712 

CET1 Capital Ratio (minimum 4,5%) 8,27% 

Tier 1 Capital Ratio (minimum 6%) 8,27% 

Total Capital Ratio (minimum 8%) 8,27% 

 

5.2. Leverage 

As of 1 January 2015, the Company is also required to report its leverage ratio. The leverage ratio is 
defined as Tier 1 capital divided by a non-risk based measure of an institution’s on- and off-balance sheet 
items (the exposure measures).  

As noted by the European Commission, the leverage ratio has two objectives: 

• to limit the risk of excessive leverage by constraining the building up of leverage in the banking sector 
during economic upswings; and  

• to act as a simple instrument that offers a safeguard against the risks associated with the risk models 
underpinning risk weighted assets (e.g. that the model is flawed). 
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In order to manage the risk of excessive leverage, the Company monitors its leverage ratio on a frequent 
basis, taking actions where necessary by primarily managing the level of risk (i.e. the value of the assets) 
undertaken. As at 31 December 2015, the Company’s leverage ratio stood at 25,71%.  

5.3. Internal Capital Adequacy Assessment Process 

In light of the new regulatory framework, the Company will be updating its Internal Capital Adequacy 
Assessment Process (“ICAAP”) document within the coming year. It is the Company’s intention to 
constantly review and update the ICAAP given the Company’s business development activities, the 
idiosyncratic risks affecting it as well as the overall external environment. The Risk Management 
department in cooperation with the Accounting department are responsible for the preparation the 
ICAAP document.  

The Company will be applying the methodologies which are approved by the regulatory framework in 
order to calculate the capital requirements for Pillar 1 risks and the most recent applicable 
methodologies for those risks that are either not adequately covered by Pillar 1 or relate to Pillar 2 risks.  
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6. OTHER MATTERS 
6.1. Data Retention Policy 

The Company pays particular attention to its data retention. To this end, the Company conducts back-ups 
on a frequent basis with respect to all the Company’s IT systems for all types of data and information and 
stores these backups at safe remote locations outside the Company’s head offices. Where IT systems are 
used by the Company but maintained and hosted by third parties, the Company has appropriate 
arrangements with the third parties to back-up the necessary information accordingly. 

6.2. Inspections and Reviews 

6.2.1. Internal Audit Inspection 

The Internal Auditor undertook on-site internal audit inspections in order to assess and evaluate, inter 
alia, the Company’s internal procedures and internal controls. Further to this, the Risk Management 
function has initiated a program to supervise and examine in detail the areas relating, directly or indirectly, 
to the Risk Management function as these have been addressed in the Annual Internal Audit Report. 

The Risk Manager aims to propose remedy measures/actions in this respect, and provide the relevant 
training to the Company’s personnel (see Section 8 below for the training). 

6.2.2. Risk Management Reviews 

During the year under review, the Risk Manager has undertaken a review in order to assess the Company’s 
policies, practices, measures, procedures and controls applied for risk management and the findings of 
this review are analysed within the Report. The Risk Management function has initiated a program to 
supervise and examine in detail the areas relating, directly or indirectly, to risk management. 

Following this, the Risk Manager and other personnel of the Company are working together to ensure 
compliance and to rectify any deficiencies that may be identified during the Company’s operations. 
Moreover, a restructure of some departments was found necessary in order to enhance the resolution of 
operations. 

6.3. European Market Infrastructure Regulation (EMIR) - Risk Mitigation Techniques 

The Regulation (EU) No 648/2012 of the European Parliament and of the Council of 4th of July 2012 on 
OTC derivatives, Central Counterparties (CCPs) and trade repositories (TRs); EMIR, was adopted and 
entered into force on the 16th of August 2012. Alongside clearing and reporting requirements, the third 
element of the EMIR regulation is the application of risk management techniques for to OTC derivatives 
that are not cleared through a CCP so as to mitigate operational and counterparty credit risks. 

Under EMIR, both financial and non-financial counterparties that enter into an OTC derivative that is not 
cleared by a CCP must have appropriate procedures and arrangements to measure, monitor and mitigate 
the risks associated with such contracts.    

Consequently, the EMIR exercise for the Company is to separate derivative contracts subject to clearing 
and those to which risk mitigation techniques/tools apply and, moreover, precisely identify derivatives 
subject to each of the below relevant requirements. 

Also, further to CySEC’s Guide to EMIR, issued on 3 April 2014, it is clarified that risk mitigation 
techniques for OTC derivative contracts not cleared by a CCP do not apply in cases where the 
counterparty is an individual provided that the individual is not carrying out an economic activity and is 
consequently not considered as an undertaking. 

 

 

 

 

 

EMIR’s risk mitigation measures include the following: 
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1. Timely confirmations: Specific confirmation periods need to be adhered for all OTC derivative 
contracts that are not cleared. It is noted that electronic confirmation may be available to the 
market (e.g. confirmation platforms) but not to a specific counterparty for a variety of legitimate 
reasons. If the counterparty is able to justify that electronic confirmation is not available to it, 
then confirmation may be performed by fax, paper, or manually processed emails. 

2. Portfolio compressions: This may also be an efficient tool for risk mitigation purposes 
depending on circumstances such as the size of the portfolio with counterparty, the maturity, 
purpose and degree of standardisation of OTC derivative contracts. Financial counterparties that 
have a portfolio with a single counterparty that its size exceeds the level of 500 OTC derivative 
contracts not cleared by a CCP then the necessity of portfolio compression must be checked.  

3. Portfolio reconciliations: Regular portfolio reviews need to be made in order to match all non-
central OTC transactions that are not cleared with their respective contracting party. The 
frequency of adjustment (daily, weekly, quarterly) shall be determined on the basis of the size of 
the contracting party’s portfolio and should be reassessed at each portfolio reconciliation date.  

4. Daily assessment: The requirement for FC and NFC+ to mark-to-market or to mark-to-model on 
a daily basis the value of non-cleared OTC derivative contracts applies to contracts outstanding 
on or after 15 March 2013, date of entry into force of the relevant technical standard, irrespective 
of the date when they were entered into. A mark-to-model assessment is permitted only under 
specific conditions, whereas market conditions could prevent the use of the mark-to market of 
OTC derivative contracts.  

5. Dispute resolution: Dispute resolution aims at mitigating risks stemming from contracts that are 
not centrally cleared. When entering into OTC derivative transactions with one another, the 
Company financial counterparties and non-financial counterparties should have an agreed 
framework for resolving any related dispute that may arise. In particular, detailed procedures and 
processes to a) identify, record and monitor disputes relating to the recognition or valuation of 
the contract and to the exchange of collateral counterparties and b) resolve disputes in a timely 
manner with a specific process for those disputes that are not resolved within five business days. 
Dispute resolution mechanisms include amongst others third party arbitration or market polling 
mechanism. The framework intends to avoid unresolved disputes escalating and exposing 
counterparties to additional risks. Disputes should be identified, managed and appropriately 
disclosed. 

6. Collateral requirements: The exchange of variation and initial margin is obligatory for bilateral 
OTC derivative contracts. The requirement to exchange variation margin, between covered 
entities, will apply to non-centrally cleared contracts entered into after 1 December 2015. The 
requirement to exchange two-way initial margin, on non-centrally cleared contracts, will be 
phased in between 1 December 2015 and 1 December 2019. 

Apart from the EMIR reporting obligation for OTC derivatives, the requirement for risk mitigation 
techniques, as described above, is also an important issue concerning the Company. The challenges during 
the implementation of risk-mitigating measures is that besides the number of specialised, process-related 
and technical aspects, the legal specifications also need to be constantly taken into account. It is noted 
that the Risk Manager of the Company is aware of the abovementioned and the Company is taking 
measures to comply with the requirements.  
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6.4. Prudential Supervision - Implementation of CRD IV package 

The regulatory framework has noted significant changes following the implementation of the CRDIV 
package. Specifically, the following were implemented: 

• Law 193(I)/2014 of December 2014, amending the Law; 

• Directive DI144-2014-14 for the prudential supervision of Investment Firms of December 2014, 
transposing Directive 2013-36-EU. The Directive sets, among others, additional risk policy 
requirements and governance arrangements on investment firms; 

• Directive DI144-2014-15 on the discretions of the Cyprus Securities and Exchange Commission 
arising from Regulation (EU) No 575/2013 of December 2014, issued to implement the discretions 
arising from the CRR;  

• Law 6(I)/2015 regulating the macroprudential supervision of institutions and related matters of 
January 2015 (applicable from January 2016), among others imposing additional requirements on 
investment firms through capital buffers; 

• Updated COREP templates requiring the submission of more extensive and granular information. 

The Company has reviewed carefully the new requirements and has proceeded to take measures to update 
its policies and strategies to respond to these changes.  
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7. TRAINING 
7.1. Training  

The Company established an education program which includes details of all training seminars/courses 
attended by the Company’s personnel as well as the future training schedule of the Company. 

Table 2 below presents the external training seminars relating, directly or indirectly, to risk management 
that were attended during the year 2015. 

Table 2 - External Training Seminars in 2015 

Attendant Name Date & 
Location Duration Instructor’ 

Name Subject 

Galateia 
Charalambous 

 Chief Financial 
Officer (CFO) 

03/02/2015 

Limassol 
3 hours K. Treppides & 

CO Ltd 

European Market Infrastructure 
Regulation (EMIR) and Foreign 
Account Tax Compliance Act 

(FATCA) 

Galateia 
Charalambous 

 Chief Financial 
Officer (CFO) 

01/07/2015 

Limassol 
14 hours 

Cyprus 
International 
Institute of 

Management 
(CIIM) 

Employment Law & Industrial 
Relations 

Galateia 
Charalambous  

Chief Financial 
Officer (CFO) 

 

Marina Stylianou 

Executive Director 

02/01/2015 

Limassol 
18 hours 

Cyprus 
International 
Institute of 

Management 
(CIIM) 

Introducing Innovation in Service 
Delivery 

Galateia 
Charalambous 

 Chief Financial 
Officer (CFO) 

 

Atara Mordou  

Head of Compliance  

30/10/2015 

Limassol 
4 hours MAP S.Platis Foreign Account Tax Compliance 

Act (FATCA) 

Ioanna Pieri  

Head of Risk 
Department 

23/10/2015 
– 

06/11/2015 

Limassol 

14 hours 

European 
Institute of 

Management & 
Finance (EIMF) 

CISI Risk in Financial Services 
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In addition to the above external training courses/seminars, the Company’s personnel (including the Risk 
Manager) have thoroughly studied the Company’s policies and procedures with respect to risk 
management. Furthermore, the Risk Manager provides internal on the job training and support to the 
members of the Brokerage and Dealing on Own Account departments regarding the risk management 
policies and limits of the Company. The Risk Manager has also provided advice and assistance, when it 
was required, to the Company’s personnel through one-to-one sessions, as applicable.  

Moreover, due to the nature of the Risk Management function, the Risk Manager receives information 
through various sources such as newspapers, bulletins, journals, magazines and other online sources with 
respect to the modern risk management practices and any potential new risks. 

7.2. Future Training and planning for 2016 

The recommended training program for 2016 includes the attendance of the Risk Manager and other 
personnel of the Company in external as well as internal seminars and workshops related to risk 
management matters and the Risk Management function’s duties and responsibilities under the applicable 
legislation. The attendance/participation in external seminars will depend on their availability during 
2016. 

The Company aims to find external and/or conduct internally specialised trainings, related to the 
identification, measurement, monitoring and mitigation of risks (credit risk, operational risk, foreign 
exchange risk, interest rate risk, funding liquidity risk, money laundering and terrorist financing risk, 
compliance risk, reputation risk and information technology risk) that Cyprus Investment Firms may be 
exposed to. 

Furthermore, the Company shall arrange to conduct dedicated training sessions, either internally or 
externally, for all personnel on the CRD IV package. Moving forward, the Company will continue to 
provide its personnel with on-going on-the-job training in relation to general risk management while 
exercising their duties, as required. 

8. THE RISK MANAGEMENT DEPARTMENT 
During the year under review, the Department of the Risk Management function was staffed by one (1) 
person, the Risk Manager. 

The staffing and the technical resources of the Risk Management function were considered adequate for 
the identification and mitigation of risks faced by the Company, taking into account the level and type of 
business activities of the Company during the year. 


